Abstract: -This work proposes model design in securing the IEEE 802.16 WiMAX Physical and MAC layer, using Orthogonal Frequency Division Multiplexing (OFDM) and STBC model. Typically, it addresses the physical and MAC layer security concerns, using a Space Time Block Coding (STBC), link encryption, and Message Authentication Code (MAC) technique. The model conforms to Multiple Input Single Output (MISO) fading channels which model two or more transmitters and a receiver in multiuser environment.
The rest of the work shall be organized as follows: Section 2 discusses the literature review. In Section 3, we discuss about motivation in WiMAX. Section 4: is the model design of the WiMAX IEEE 802.16 and STBC.
RELATED WORK
The literature study reviews aspect of communication in IEEE 802.16 WiMAX.CDMA offers strong resistant in preventing against many vulnerable security attacks in the communication of WiMAX channel. However, CDMA is yet identified with eavesdropping security vulnerabilities. [5] used Performance Analysis of a LDPC Coded CDMA System with Physical Layer Security Enhancement‖ to increase the in-built security of the physical layer transceiver, using secure scrambling process, but achieved minimal bit error rate and high performance in the receiver. Performance assessment, including other secure coding methods were neglected. This work considers it necessary to investigate appropriate measures in secure coding technique that can be implement access to real performance.
[6] used -Physical Layer Built-In Security Analysis and Enhancement of CDMA Systems‖. This CDMA system is used in military and other commercial applications. CDMA used as 3G has appropriately solved many security concerns such as jamming and eavesdropping. Subsequently, efficient data delivery in the MAC and physical layer has been possible. Although, the implementation of the physical layer in-built security enhancement of the CDMA system application in [6] used encryption based security known as scrambling. A typical concern of how application can secure the IEEE 802.16 WiMAX transmissions is urgently required.
Secure Physical Layer using Dynamic Permutations in Cognitive OFDM Systems technology for security at the physical layer was suggested by [7] . By this, user's data symbols were mapped over the subcarriers by the use of permutation formula for security reasons [7] . The intention was to resolve the physical layer with random and dynamic subcarrier. However, there was multiuser transceiver issue which needs further investigation.
[8] used Wireless Network Token-Based Fast Authentication. Based upon this, WiMAX and Wi-Fi were recognized as important and popular technology to support the wired and wireless network seamless mobility. However, some restriction applies, based on inherent openness. Hence, a security with Medium Access Control (MAC) and the physical layer is evidently clear. Since information must be error free, immediate solution to efficient data delivery in physical and the MAC layers are required.
MOTIVATION
There is much inherent openness with the IEEE 802.16 WiMAX. By [9] , the wireless security openness assessment is based on jamming. Scramble also presents another security challenge. Ancient White Gaussian Noise (AWGN) is usually presented in multipath fading channel. Multipath channel fading propagation of noise in the channel is critical. Overall security solution such as encryption and Message Authentication Code (MAC), is required. The solution to this is realized in the physical and MAC layer protocol design using the STBC. This work essentially investigates the implementation of the security enhancements method of the protocol layer design in STBC. The onus task is that, channel jamming and scramble at the MAC and physical layer present a greater security challenge. Thus any attacker or masquerader can serve as potential security vulnerability. Moreover, legitimate network users do not have full right to access network resources. 
STBC LGORITHM USING REED SOLOMON CONVOLUTION CODING (RS-CC)
We now formulate the decoding problem of the final coded information as follows: Let us represent a codeword = 0 1 , … −1 as a polynomial codeword which is defined by (x).
Suppose that ( ) is transmitted, and the polynomial received from this is ( ). The polynomial error can be defined as = − ( ) As observed, wherever transmission has occurred, this polynomial will have a non-zero coefficient in its positions.
We now define a problem to find most probable polynomial error , ( ). Let us also try to recall the most probable error pattern that has minimum Hamming weight. Now Define = ∝ , = 1, 2, … − 1 (1) Observing every codeword having ∝ , = 1, 2, … 2 serves as the root and also as = + for codeword , we will have = ∝ , = 1, 2, … 2 (2) Now supposing no error exist, then all 2 in above defined syndrome would occur as zero. Meaning, errors will only occur in the transmissions whenever it is realized that one or more of these syndromes shows as non-zero.
Restating the decoding problem: Given that 1 , 2 … 2 ( ) This indicates decoding problem is more or less like interpolation. Now, we represent the Hamming weight of error pattern . This indicates the error pattern has at most − components. We also recall from the fact that we are guaranteed exactly one ‗closest' codeword. In the digit (where subscript of e starts from 0) is from non-zero component, counting from the left, we define =∝ Let's take for instance, = 7.
= 0 + 1 + 2 2 + ⋯ + 6 6 . This means the first non-zero coefficient and the third non-zero coefficient are respectively 1 , 3 , supposing the first and the third coefficients of non-zero. We deduce that 1 = ∝ 1 and 2 =∝ 3 , here ∝ generates the order cyclic group which occur in multiplicative group 2 . When ∝ are believed to be known, then it will be possible to also find , such that will be known as the error locations. The decoding problem will not completely be solved; the magnitude of the errors will have to be determined. Now the error magnitude at location will be found as , yet we mentioned earlier that is non-zero component of the error vector. By definitions of , , are based on the assumption we made that at most occurred from equation (2):
We define the series
Multiply both side of equation (4) by , also summing both sides from 1 to , using equation (3) we get
The terms of left hand side of equation (5) is combined to form a single fraction as
The numerator and denominator of equation (6) are replaced by . We can then write equation (5) as ( ) ( ) = 1 + 2 + 3 2 + ⋯ 2 2 −1 + …. (7) Hence, we deduce the following properties of equation (7): 1. The left hand side denominator ( ) has degree one greater than that of numerator. 2. The error inverse locations happen to be the polynomial root in the denominator. Hence the polynomial is termed error locator polynomial. 3. The left hand side numerator and the denominator polynomials are relatively prime. In checking to verify this assertion, it can be observed that none of the denominator roots happens to be the numerator roots [11] .
ENCRYPTION AND DECRYPTION IN WiMAX USING CIPHER BLOCK CHAINING (CBC)
The IEEE 806.16 WiMAX has security deficiencies. WiMAX security has suffered the same faith, due to much inherent openness. Cipher Block Chaining (CBC) given in figure 2 [13] 
. Cipher Block Chaining Implementation model Encryption and Decryption
The scheme is designed in such a way that encryption algorithm input is the current plaintext block XOR function, including the preceding ciphertext block which uses same key for each block. Eventually, sequence of plaintext chaining has been possible together. Each plaintext block input of the encryption function does not have any relationship to the plaintext block. This has made it possible for repeating bits patterns which are not being exposed.
The decryption algorithms consist of each cipher block being passed through the decryption process. In order to produce the plaintext back, the preceding ciphertext block is XORed with the result obtained. Hence, in order to observe this working the following formula can be deduced.
In order to generate first block of ciphertext, the first plaintext block is XoRed with an initialization vector (IV). The first plaintext block can be recovered on decryption by XoRing IV with the decryption algorithm output. The size of the Initialization Vector (IV) block represents same size as the cipher block.
In this model the transmitter and the receiver are conversant with the IV; any third party which tries to identify with the IV must be identified as security vulnerability, and the system should prevent any attack with that. In order for maximum security protection to be realized, the IV should be protected by using authentication and confidentiality to prevent any unneeded changes. Electronic Code Book (ECB), whose description is beyond this work scope, is an encryption technique that can help send the IV; this is to help this encryption scheme which include authentication to be realized. Several reasons are necessary in which one can think of securing the IV. An urgent reason could be that if the receiver is tricked by a jammer or scrambler, or any security vulnerability such as noise, using diverse IV as cryptanalytic attack or brute force, then the bits selected, could possibly be inverted in the initial plaintext block. However the system is able to control. Let us observe this taken place: 1 = ,
Now, the bit in the − in quantity X is denoted by X[ ]. Therefore,
Hence by using XOR properties, it is important to note that
Based on the interpretation of this, the notation of the prime denotes bit complement. Also, an opponent who can truly predict bit change in the IV would encounter the correspondent received value bit 1 possibly as changed [12] .
Data Encryption Standard (DES) and Message Authentication Code (MAC)
In the IEEE 802.16 WiMAX, Data Encryption Standards (DES), and Data Authentication Algorithm (DAA) represent one of the possible means by which secure data protection practices can be adapted. This is based on exceptionally use of Message Authentication Code (MAC) for some time now [13] . Though, some security weaknesses concerning the use of the algorithm have been detected [13] , a newer and stronger algorithm ought to be proposed.This newer proposed model algorithm is necessary in the IEEE 802.16 OFDM WiMAX physical layer, which is related to the proposed Cipher Block Chaining (CBC) (Figure 3) . Based upon that, describing a model operation in DES becomes a reality, which also uses zero initialization vector (IV). Information or data may appear in many forms such as message, program or a particular file. This ought to be authenticated and must be organized into 64-bit contiguous blocks such as: 1, 2, 3 , … . We assume padded bit are needed in the model design. Figure 1 . Over here, DES encryption algorithm is enforced that has , a secret key , and data authentication code (DAC) derived in the following as:
This indicates that the entire block , or the blocks leftmost M bits with 16≤ M ≤ 64 implement DAC [12] .
Model Simulation of the IEEE 802.16 WiMAX
The model parameters for simulation comprises such as shown in tables 1 and 2.
Signal constellations with signal points coordinates with constellation points as: 16QAM, 32QAM, and 64QAM are modulation techniques of the OFDM which models burst communication symbols of the WiMAX. Security requirements which include encryption and authentication to provide confidentiality. In table 2 also shows the model parameters and the corresponding values. Initial seed requirement which concern random positive integer of the OFDM were considered. The mode and its value being the BER. The (dB) and its variables in range were used in the BER tool analysis. The input signal power (Watts) considered is 1W. The symbol per period and their values one (1) per each symbol rate were used. 
RESULT DISCUSSION
The following can be deduced from the simulation graph using Matlab/Simulink: is increasing to the right, the BER diminishes, and less error occurs in the receiver. Figure 5 uses semianalytic simulation. Based upon this, BER is assessed at the QAM at the 16, 32, and 64 constellation points modeling OFDM burst downlink data of received signals. Error probabilities of the received signal are determined. The ratio (dB) representing overall received signal encrypted and authenticated is increasing to the right, the BER decreases, indicating less probable error in all three simulations. Figure 6 represent four Monte Carol simulations graphs. Based upon this, BER represents bit energy per symbols, each of which has noise power spectral density levels. It uses the function viterbisim which uses coding of the OFDM burst data to computes the overall system error rates. Based upon each simulations graph, the points in each graphs are closed to each other in the four simulations. The results is such that decoded received signal is encrypted and authenticated, confidentiality is assured. The ratio as increasing to the right, each of the four simulation points indicates less BER. 
CONCLUSION
It has often, been erroneously imagined that, only security devices are capable of ensuring secure endto-end 3G WiMAX. All aspect of security consideration must also be considered. Let take for instance secure coding, and cryptology. Confidentiality is an issue in many wireless mediums. These have often been neglected in standard technology such as WiMAX [13] (recommendations from WiMAX forums). Confidentiality, encryption and Message Authentication are often assumed. Confidentiality need to be detailed in algorithms. Also important security technology is coding. Space Time Block Coding (STBC) algorithms must be integrated into all wireless devices.
